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Abstract.

Introduction. The digitalization of socio-economic processes has led to the transformation of accounting. Under the
influence of digitalization trends, the methodology and organization of accounting are undergoing significant changes. The digital
transformation of accounting is inevitably associated with risks and threats to enterprise operations. In order to avoid and minimize
the negative consequences of accounting digitalization, it is necessary to identify and classify risks, taking into account the current
level of development of information technologies and systems. Purpose of the article is to identify, classify, and systematize the
risks of digitalization of accounting at various stages of implementing enterprise management information systems and to find
ways to eliminate the sources of occurrence and minimize the consequences of cyber threats.. The expediency of identifying
and systematizing potential risks and threats of accounting digitalization is substantiated through the manifestation of negative
trends in the following areas: the functioning of accounting professionals, the organization of accounting, and the use of innovative
technologies in the processing of accounting information. The necessity of classifying accounting digitalization risks according
to the life-cycle stages of the development and implementation of enterprise management information systems is proven.
Digitalization risks in accounting are systematized by stages, namely: the stage of studying the enterprise’s economic activity,
system identification, selection and planning; the stage of pre-project assessment; the stage of information system design; the
stage of implementation and operation of the information system; the stage of controlling current risks through monitoring of
system functioning; and the stage of assessing operating costs and performance efficiency. Consideration of the life cycles of the
development and implementation of enterprise management information systems ensures the achievement of comprehensive
and maximum effects from the digitalization of accounting information processing without negative consequences for the efficient
functioning of the enterprise. At each stage of the development and implementation of enterprise management information
systems, specific risks of accounting digitalization arise. Taking into account the negative trends of the digital transformation of
accounting in the context of the life-cycle stages of information systems ensures the concentration of attention of accounting and
security specialists on particular risks and threats of digitalization. The proposed classification of risks and their consideration in
the organization of accounting by individual stages provides the most optimal form of digitalization of accounting processes at
the enterprise.
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Pu3ukn undpogisauii o6niky 3a cragisiMy XXUTTEBOro LUKy iHopmaLuiMHUX cucTtem

Bacunb MypaBcbkuin'
'3axiOHoykpaiHcbkull HayioHanbHUl yHisepcumem, M. TepHoninb, YkpaiHa

AHomauis. Lugposiszauisa couianbHO-eKOHOMIYHUX rpoyecie npussena 0o mpaHcgopmauii byxaanmepcbKo2o O6rIiKy.
1i0 ennueom yugbposizayitiHux meHAeHyil 3MiH 3a3Hae memooduka ma opeaHisauis obniky. Lljugpposa mpaHcehopmauiss obniky
HEeOOMIHHO nog’si3aHa 3 pusukamu i 3agpo3amu QyHKUIOHy8aHHIo nidnpuemcms. [ns yHUKHEHHS ma MiHiMi3auii HezamugHux
Hacnidkie yugpposizauii obniky HeobxidHa ideHmucpikauis ma Krnacugikauiss pu3ukie 3 epaxyeaHHsIM aKmyarbHO20 PieHsI
po3sumky iHghopmayiliHux mexHoroeiti ma cucmem. Mema cmammi nonsizae 8 ideHmudbikauii, knacugbikayii ma cucmemamusauii
pu3ukie yughbposisauii 0bniky Ha pisHux emanax nposadxeHHs iHghopmauyiliHux cucmem ynpaesniHHs nidnpuemMcmeomM ma nowyKy
winsixie nikeidauii Oxepen 8UHUKHEHHS ma MiHimMi3auii Hacniokie eid kibep3azpos. ObrpyHmoeaHo douinbHicme ideHmugikauii
ma cucmemamu3auii momeHyitiHUX pu3ukie i 3a2po3 yughposizayii obniky Yyepes nposis HeeamueHUX MmeHOeHuil y pobomi
obrnikosux ¢baxisyis, opzaHizauii byxeanmepcbkoeo 067Ky, 8uKopucmaHHi iHHo8auiliHux mexHomnoeili 8 06pobui obnikogoi
iHgbopmauii. [JosedeHo HeobxiOHicmb Knacugbikauii pulukie yughposizauyii obriky 8idnoeioHo Ao xummesux cmadili po3pobKu
ma iMnnemeHmauii iHgpopmauitiHux cucmem yripasniHHs nidnpuemcmeamu. CucmemMamu3osaHo yugposisauitiHi  pu3uKku
8 byxaanmepcbkomy 0brliKy 3a makuMu emarnamu: 8UeYeHHsI 20crodapcbkoi OisnbHocmi nidnpuemcmea, i0eHmudbikayis
cucmemu, subopy ma ii nnaHysaHHs; NepednpPoOEKMHe OUiHIOBaHHSI; MPOEKMYyB8aHHS iHghopMayitiHOI cucmemu; 8rpPoBadXeHHs
ma ekcnnnyamauis iHgbopmauyiliHOI cucmemu; KOHMPO/b MOMOYHUX PU3UKI8 ma MOHIMOpUHe hyHKUIOHY8aHHS; OUIHIOBaHHS
ekcnnyamauitiHux eumpam ma eghekmueHocmi GhyHKUIOHy8aHHs. BpaxysaHHs Xummesux Yuknie po3pobku ma imnnemeHmauii
iHgbopmauitiHoi cucmemu ynpaerniHHsl 3abesnedye ompuMaHHs KOMIZIEKCHUX ma MakcuMarbHUx eghekmie 8id yughposisauir
06pobKu 06riKo8oi iHghopmauii 6e3 HezamueHuUx Hacniokie 0ns eghekmusHo20 byHKUiOHy8aHHs nidnpuemcmea. Ha KoxHomy
emari po3pobku i ernposadkeHHs iHGhopMauiliHux cucmeM yrnpaeniHHs MiONpPUEMCMBOM BUHUKaMb CreyugidHi puduku
yugppoeizauii obniky. BpaxysaHHs HezamugHux meHOeHUil yughposoi mpaHcghopmauii obniky 8idnosioHo xummesux cmadil
iHgpopmauitiHux cucmem 3abesrnedye KOHUeHmpauito yeaeu obnikosux ma 6e3nexkosux ghaxiayie Ha OKpeMux pusukax i 3aeposax
yugpposisauii. 3anporioHosaHa Knacudikauisi pusukie ma ix epaxysaHHs1 y npoueci opaarisauii 0briky 3a okpemMumu emanamu
3abe3rneyye Halbinbw onmumarnbsHy ¢hopMy yughposisayii obrikosux npouecie Ha nionpueMcmsi.

Knroyoei cnosa: yugposisauis, obnik, iHgpopmauiliHi cucmemu, iHgpopmayitiHi mexHonoeii, cmadii xummesux yukrnie,
ynpaerniHHs nidnpuemMcmeom.

Introduction. The formation of the digital economy is accompanied by the development of highly
integrated information systems. The adaptation of modern information systems to the requirements
of the digital economy necessitates the transformation of economic processes at the micro level.
Digitalization trends in the economy are changing the traditional foundations of accounting as the
primary generator of information on socio-economic processes occurring at enterprises. Under
conditions of digitalization, the methodological and organizational provisions of accounting are
transformed due to the transition to a new level of integration of information systems within the
enterprise information environment.

The implementation of information systems requires the search for balanced approaches to
the organization of accounting and forms new requirements for the professional competencies of
accounting specialists. Accounting personnel may face problems related to: working with electronic
source documents under digitalization while maintaining requirements for reliability and legal validity;
preventing distortion, destruction, or falsification of information in electronic data repositories;
and establishing effective communication through reporting systems with internal and external
stakeholders. The methods and techniques of internal and external control are also undergoing
changes.

An accounting specialist becomes not only a user of a digitalized accounting system created by
other professionals, but also its co-creator at all stages of formation, from assessing the specifics
of the enterprise’s economic activity to the stages of information system design, implementation,
improvement, and operation.
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A single error made in an algorithm or calculation methodology during the digitalization of
accounting may be repeatedly reproduced in the future, leading to significant negative consequences
in the accounting interpretation of the enterprise’s financial and economic activities. Under such
conditions, itis necessary to strengthen the process of controlling the risks of accounting digitalization.
Accounting specialists should actively participate in the operation of the digitalized accounting system,
formulate tasks and control accounting processes, identify and eliminate all possible violations in the
enterprise information system that may lead to loss of control over individual business transactions
with corresponding negative consequences.

Analysis of research and publications. Threats and risks of accounting digitalization have
evolved simultaneously with the development of information technologies. Until recently, the
implementation of information technologies stimulated the intensification of automation processes in
accounting. Accordingly, most scientific studies have focused on the risks of accounting automation
as a means of reducing human involvement in the processing of accounting information. In particular,
issues of automated accounting have been investigated in the works of such scholars as Butynets
F.F., Ivakhnenkov S.V., Davydiuk T.V., Shakhraichuk T.V. [1], Shkvir V.D., Zahorodnii A.H., Vysochan
0.S. [2], Zadorozhnyi Z.-M., et al. [3], Romanenko L., Koroteieva A. [4], and William E. Perry [5].

However, the use of modern information technologies and systems is not limited solely to
automation changes in accounting. The digitalization of accounting information processing enables a
transition to a qualitatively new level of accounting organization. Digital transformation actualizes new
risks for the accounting information system associated with the openness and publicity of information
resources, conducting business via the Internet, the transition to exclusively electronic monetary
transactions, deregulation of economic processes, and the intensification of cyber fraud.

A more relevant classification of accounting digitalization risks, taking into account current trends
in the development of information technologies and enterprise management information systems,
is presented by foreign and domestic scholars. For example, Tsal-Tsalko Yu.S. and Moroz Yu.Yu.
«divide the risks caused by the implementation of digital technologies in accounting according to
their sources into those arising from external threats (competitors, criminal groups, other interested
parties) and internal ones (enterprise management and personnel)» [6]. Steingartner William and
Galinec Darko «continued this line of research and classified threats for identifying information risks
in the implementation of hybrid influence of certain countries on others» [7].

It is reasonable to agree with Denha S.M. and Veryha Yu.A. «that threats to the digitalization
of accounting should primarily be divided into two categories: intentional (fraud and sabotage) and
accidental (errors and disasters)» [8]. Resler M.V. «details the risks of accounting digitalization
by dividing them into cybersecurity risks (hacking, data leakage, malware attacks); technology
dependency risks (technical failures and software errors); skills shortage risks (lack of expertise in
data analytics, cybersecurity, and digital transformation); privacy risks (potential loss of personal and
financial data of employees and counterparties); and risks of excessive dependence on automation
(loss of critical thinking skills and reduced capacity for analysis and strategic decision-making)» [9].

Mustafa Nasir «substantiated the intensification of variable cyber threats under conditions of
pandemic expectations in the economy». The scholar explains changes in enterprise cybersecurity
priorities and the increased likelihood of various cyber risks in the event of the continuation of the
COVID-19 pandemic and future crisis events [10]. Asieieva Yu. «generalizes cyber risks in the
context of the development of Internet dependency among different groups of information users»
[11]. Sheehan Barry, Murphy Finbarr, Kia Arash, and Kiely Ronan «developed a model for assessing
enterprise cybersecurity vulnerabilities based on the classification of digitalization threats and
determining the probability of their activation for various European institutions» [12]. Haque Md,
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Haque Shameemul, Kumar Kailash, and Singh Narendra «systematized all risks of digitalization of
information processes manifested under conditions of using Internet of Things technologies» [13].

Rozheliuk V.M. «classifies accounting digitalization risks by time (short-term, long-term,
permanent), by degree of manifestation (moderate, medium, full), by nature of manifestation (latent,
easily noticeable, overtly aggressive), by consequences (those that do not affect the state of affairs;
those that cause difficulties and problems; those that forcibly destroy the entire system), by probability
(unlikely, probable, inevitable), and by origin (external, internal)» [14].

Bardash S.V. and Hrabchuk I.L. «identify another set of risks related to the digitalization of
accounting processes, focusing on the implementation of new technologies: risks of using the Internet,
artificial intelligence, robotization, and automation (leakage of trade secrets, reduction of accounting
staff); risks associated with the use of blockchain technology (immutability of information and
inability to correct errors) and cloud and distributed computing (difficulty in controlling cloud software
operation and preventing failures); as well as risks related to the stability of Internet connectivity and
the availability of qualified personnel» [15].

A fairly comprehensive classification of threats to accounting digitalization at the enterprise level
was proposed by Nazarova |. and Nazarov O., who systematized them into the following groups:
«risks of information loss, risks of loss of access to information, risks of data falsification, risks of non-
confirmation (loss) of information legitimacy, and risks of disclosure (leakage) or theft of commercial
or confidential information» [16].

Despite the active implementation of information systems in the activities of Ukrainian enterprises,
which forms the basis for accounting digitalization, a significant number of business entities still
operate with partial automation of accounting information processing. The partial nature of accounting
digitalization in the form of automation of computational processes leads to the emergence of
new threats to the national economic system. For comprehensive consideration of all threats of
digitalization changes, accounting should be positioned as an information system at each stage of
formation and implementation of which specific threats may arise. At the same time, studies on the
classification of accounting digitalization risks in terms of the life-cycle stages of development and
implementation of enterprise management information systems are almost absent in the scientific
discourse. The importance of classifying and generalizing risks, as well as highlighting ways to
eliminate them at different stages of creating accounting information systems in order to reduce
negative consequences for enterprises, determines the relevance of the research objective.

The purpose of this article is to identify, classify, and systematize the risks of digitalization of
accounting at various stages of implementing enterprise management information systems and to
find ways to eliminate the sources of occurrence and minimize the consequences of cyber threats.

Results. Digitalization risks are understood as the threat of losses or damages arising in the
process of creating, transmitting, storing, and using information in digital form as a result of applying
modern information technologies for data processing by means of computer and telecommunication
equipment. Among the numerous classifications of cyber threats present in the scientific literature, it is
advisable to distinguish two types of risks: those related to encroachments on information resources
that arise during the implementation and operation of an enterprise information system.

The main instruments of information threats include [3]:

- manipulation of information (disinformation, distortion of information, dissemination of incomplete
or false information into the information environment);

- violation of the established procedure of information exchange, unauthorized access or
unjustified restriction of access to information resources, unlawful collection and use of information;

- destruction and unauthorized use of others’ information resources;
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- information terrorism (distribution of viruses, installation of backdoor devices, use of information
interception tools, illegal use or disruption of information and telecommunication systems, imposition
of false information, disclosure of compromising information, etc.).

According to their origin, information risks are divided into three categories [4]:

- risks associated with the loss (leakage, damage, destruction) of information;

- risks associated with the formation of information resources (use of incomplete or false
information, lack of necessary information, disinformation), including risks of information collection,
risks of aggregation and classification, risks of information processing, and risks of information
presentation;

- risks associated with informational influence on enterprise activities (dissemination of false or
negative information, information and psychological influence on employees and clients, information
terrorism).

At the same time, threats related to the life cycle of an enterprise information system can be
considered within the framework of two approaches:

- a classification approach that distinguishes between technical risks and risks associated with
managing the system development process;

- an approach based on the analysis of the stages of the accounting system life cycle.

The classification according to the first approach is presented in Table 1.

Table 1
Classification of risks associated with the life cycles of an enterprise management information system
Groups Types of risks
Number of external systems with which the information system must interact
Character of the system functioning (local, network)
Presence of non-standard equipment
Presence of necessary computer and telecommunications equipment
Ability to install software on any platform
Degree of novelty of equipment and software
Degree of compatibility of software from different manufacturers
Quality of personnel training (both accountants and system integrators)
Presence of certified specialists in the region to support the system

Dependence on the organizational structure of the enterprise

Dependence on the size of the enterprise and the number of accounting personnel
Presence of administrative and technical means of information protection
System size, number and geography of users
Size of budget constraints
Dependence on the structure of business processes at the enterprise
Size of labor costs in the development and implementation process
Calendar terms of work performance
Number of performers involved in system development, equipment supply
Interest, attitude of system users, manager, chief accountant
Availability of a well-coordinated team of users and performers

Support for international and national accounting standards

Dependence on the organizational structure of the enterprise
Dependence on the size of the enterprise and the number of accounting personnel

Source: generated by the author.

Technical

Management

Another approach to the classification of risks arising from the digitalization of accounting involves
considering the life cycles of information systems, the first stage of which is the study of the economic
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activity of a business entity [17]. At the stage of studying the enterprise’s economic activity, system
identification, selection, and planning, the main risks include:

- the absence of an adequate assessment of the economic feasibility of the project and its
technical, operational, legal, and political components;

- underestimation of expected financial costs for system development and implementation,
implementation timelines, operating conditions, and the scope of system functionalities;

- incorrect selection of the option for creating an information system, including the choice between
purchasing off-the-shelf software; acquiring individual system components that can be integrated
in-house or by external system integrators; third-party system development; or in-house system
development;

- deficiencies in evaluating key criteria for software selection, features of the software environment
architecture, compatibility with various hardware and software platforms, and the ability to integrate
with third-party and proprietary software;

- failure to consider, during software selection, the size of the enterprise, daily document flow, and
the number of accounting staff;

- failure to take into account, in the process of software selection, the forms and principles of
structuring the accounting function;

- shortcomings in assessing existing and required computer and telecommunication equipment,
as well as their technical specifications and capabilities;

- an erroneous approach to creating an accounting information system with respect to its impact
on the organizational structure of the enterprise and the accounting department, either by focusing
on preserving the existing structure with the adaptation of information technologies or by rationalizing
and fundamentally changing the management structure.

At the stage of pre-project analysis of the information system, the data model is refined, information
flow diagrams are developed, and a logical sequence of information processing is established. At this
stage, the risks include:

- incomplete understanding of the information needs of internal and external users;

- insufficient analysis of information sources and communication channels for information flows;

- lack of consistency in data transformation to present information in a convenient and user-ready
format;

- inadequate examination of the enterprise document flow, primary and reporting document forms,
and calculation methodologies;

- ineffective analysis of primary document attributes, the volume of reporting information, the
existing form of accounting, the control system, and the current information coding system.

At the stage of designing the accounting information system, the risks include:

- failure to comply with technical requirements regarding low hardware dependency, data
exchange with other software and devices, operation within local computer networks and, where
necessary, access to global networks, the ability to ensure protection of information from internal and
external unauthorized access, damage, and falsification, as well as the ability to maintain archives
and restore information in the event of failures;

- inadequate fulfillment of functional requirements related to the accumulation and processing of
business transactions, the ability to calculate balances at any point in time, maintenance of analytical
accounting with the required level of detail, quantitative and foreign currency accounting, and the
generation of customized consolidated reports;

- non-compliance with ergonomic requirements related to the development of a user-friendly
interface and a clear software help system;
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- lack of adaptability of the software to legislative changes and insufficient flexibility to adjust to
changes in the organizational structure of the enterprise and the accounting department.

At the stage of implementation and operation of the information system, the risks include:

- errors in personnel selection and communication arrangements;

- insufficient computer training of accounting staff, absence of a system programmer or system
integrator, limited opportunities for staff training, and lack of adequate methodological and instructional
materials;

- low staff motivation to use information technologies, as well as indifference or incompetence of
management and the chief accountant;

- errors in the installation and configuration of hardware and software, insufficient system
configuration, and poor-quality formation of the information database;

- deficiencies in organizing information security, preventing unauthorized access, and non-
compliance with archiving requirements.

Under conditions of developing an accounting information system, issues of control and analysis
of potential automation risks are often not given sufficient attention. Therefore, when designing a
control system, it is necessary to [5, p. 104]:

- identify accounting automation risks and analyze cases of potential problem occurrence;

- determine the level of impact of possible risks on the effectiveness of accounting automation;

- establish the boundaries and magnitude of acceptable risks;

- define control points of accounting automation, i.e., system locations where risks may arise;

- develop control solutions and determine control methods to minimize risks to an acceptable
level;

- conduct cost analysis and determine the economic efficiency of control methods;

- implement control measures and establish a system of methods for reducing potential risks.

At the risk identification stage, an analysis group is formed to develop risk occurrence scenarios
and ultimately compile a list of risks. This group should assign responsibility for addressing specific
issues and identify and communicate methods for identifying potential risks.

At the stage of determining risk severity, one of two methods is applied: stratification or estimation
of annual losses. Under the stratification method, the magnitude of potential risks is determined by
grouping them into strata, for example, high, medium, and low risk. When applying the expected
annual loss method, potential losses are determined based on prior assessment and forecasting. In
this context, the historical approach, the formalized method, the subjective assessment method, and
the scenario method are used.

When establishing acceptable risk thresholds, it is necessary to determine the level of risk that
users can tolerate, for which losses will be minimal and the consequences can be promptly and fully
eliminated. At the stage of identifying control points, control tools in the automated system are placed
where the risk of losses may arise. At the same time, control areas are defined, i.e., the domains and
information processing functions that are most effective for risk reduction (Fig. 1).

In the process of developing control solutions, methods of manual and automated control are
determined. Manual control involves monitoring the preparation of data entered into the digital
information system and verifying the correctness of information processing at specific operational
stages. Automated control is associated with the direct input of accounting data into the system.
Control methods may be preventive, aimed at preventing undesirable events; detective, identifying
the occurrence of an undesirable situation; corrective, eliminating the consequences of problems;
discretionary, the application of which is optional; and non-discretionary (mandatory), the application
of which is not subject to user choice.
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Fig. 1. Risks of accounting digitalization by stages of the information systems life cycle.
Source: generated by the author.

The objective of cost analysis and assessment of the economic efficiency of control methods
is to determine the economic feasibility of implementing control measures and to make decisions
by comparing the costs of introducing additional controls with potential losses from risks. Without
conducting a cost—benefit analysis of control measures, it is impossible to assess whether control is
excessive or insufficient.

The final stage of designing the control system is the implementation of controls that are
economically justified and ensure risk reduction to an acceptable level. The process of control
implementation consists of several stages: building the control system, testing (verification of
compliance with specified requirements), documentation (development of instructions necessary
for understanding control tasks and subsequent operation), staff training in control functions with
clearly defined procedures, and the actual implementation, whereby control becomes a standardized
procedure.

Conclusions. The digitalization of accounting involves identifying and assessing potential risks
associated with the creation of fundamentally new conditions for the functioning of accounting
personnel, changes in the organizational structure of the enterprise, the implementation of
information technologies and systems, and the establishment of new communication channels for
the transmission of accounting information that are open to the external environment and entrusted
to the enterprise management information system. It is necessary to distinguish between information
risks related to the creation, transmission, storage, and use of accounting information by means of
computer and telecommunication technologies, and risks that arise at the stages of design, analysis,
implementation, and operation of the accounting information system. Accounting digitalization
risks should be systematized according to the stages of the life cycle of enterprise management
information systems, namely: the stage of studying the enterprise’s economic activity, system
identification, selection, and planning; the stage of pre-project assessment; the stage of information
system design; the stage of information system implementation and operation; the stage of controlling
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current risks through monitoring of system functioning; and the stage of assessing operating costs
and performance efficiency.

Consideration of the life cycles of the development and implementation of an enterprise
information system ensures the achievement of comprehensive and maximum effects from the
digitalization of accounting information processing. In order to minimize negative economic outcomes
associated with financial and time losses required to correct digitalization risks, their detailed
classification, taking into account the life-cycle stages of implementing an enterprise management
information system, is of particular importance. At each stage of accounting digitalization, threats
may change, which necessitates their timely identification. Proper and comprehensive control over
accounting digitalization risks will facilitate the identification of effective approaches to monitoring the
manifestation of potential risks in order to avoid them or minimize their consequences.
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